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DESCRIPTOR: ITIS 168

	Discipline:  Information Technology/ Information Systems
	Proposed Sub-discipline (if applicable):

	General Course Title: 
IoT Security

	Min. Units   3

	General Course Description: The Internet of Things (IoT), where people, processes, things, and data are connected via emerging Internet technologies will be introduced. A variety of networking and computer hardware devices will be integrated into end-to-end systems to solve practical problems.  Students will develop introductory skills to perform Vulnerability and Risk Assessment of IoT solutions in a specific business context and be able to assess, research, and provide risk mitigation strategies for common security vulnerabilities in IoT systems.


	Proposed Number: ITIS 168
	Proposed Suffix:  

	Required Prerequisites[footnoteRef:1]: None  [1:  Prerequisite or co-requisite course need to be validated at the CCC level in accordance with Title 5 regulations; co-requisites for CCCs are the linked courses that must be taken at the same time as the primary or target course.] 


	Required Co-Requisites : None.

	Advisories/Recommended Preparation[footnoteRef:2]:  [2:  Advisories or recommended preparation will not require validation but are recommendations to be considered by the student prior to enrolling.  
] 


ITIS 150 - Computer Network Fundamentals (3)
ITIS 160 – Introduction to Information Systems Security (3)


	Course Content:

1. The things and connections that make up the IoT.
a. "Things" that make up the IoT.
b. How things connect to other things and to the IoT.
2. Networking devices as part of end-to-end IoT systems.
a. How components and devices are needed to build an end-to-end IoT system.
b. How Packet Tracer models IoT systems.
3. Scripts that provide IoT functionality to simple network devices
a. The value of computer networking.
b. Simple network devices for simple applications.
c. How Packet Tracer models single-board computers
4. An end-to-end IoT system.
a. How the network supports the IoT.
b. An IoT system for the Cloud.
5. Example Internet of Things (IoT) Systems
a. How Cisco equipment, software, and services enable IoT systems.
b. An abstract business model using a diagram that includes product, customer interface, infrastructure management, and financial aspects.
c. How IoT systems solve real world problems in healthcare, cities, energy systems, and manufacturing systems.
6. IoT solutions that address real-world social and environmental problems.
7. IoT Security
a. The IoT Under Attack
b. Explain the unique security challenges in different IoT sectors.
8. IoT Systems and Architectures. Use industry-standard models to explain security requirements in IoT systems.
9. The IoT Physical Device Attack Surface.  Perform threat modeling activities to evaluate physical security vulnerabilities in IoT systems.
10. IoT Communication Layer Vulnerabilities.  Perform threat modeling activities to evaluate local access security vulnerabilities in IoT systems.
11. IoT Application Security.  Perform threat modeling activities to evaluate remote access security vulnerabilities in IoT systems.
12. Assessing Vulnerability and Risk in an IoT System.  Use threat modeling and risk management frameworks to recommend threat mitigation measures.


	Course Objectives:  At the conclusion of this course, the student should be able to:

1. Analyze the things and connections that make up the Internet of Things (IoT), and its connection to the physical world.
2. Build sensor/actuator systems using a variety of computer and networking hardware
3. Use scripts that provide IoT functionality to a single board computer
4. Create an end-to-end IoT system.
5. Design an IoT in solution in that addresses a real-world social or environmental problem.
6. Interconnect end nodes using IP networks and cloud applications.
7. Explain the unique security challenges in different IoT sectors.
8. Perform threat modeling activities to evaluate physical security vulnerabilities in IoT systems.
9. Perform threat modeling activities to evaluate local access security vulnerabilities in IoT systems.
10. Perform threat modeling activities to evaluate remote access security vulnerabilities in IoT systems. 
11. Use penetration testing tools to identify vulnerabilities in IoT systems. 
12. Use threat modeling and risk assessment frameworks to recommend threat mitigation measures.
13. Explain the impact of emerging technologies on IoT Security.


	Methods of Evaluation:

Evaluation will include hands-on projects and a combination of examinations, presentations, discussions, or problem-solving assignments.


	Sample Textbooks, Manuals, or Other Support Materials (do not include editions or publication dates):

· NetAcad IoT Fundamentals: Connecting Things
· NetAcad IoT Security


	FDRG Lead Signature:                Markus Geissler, PhD                            Date:  20Jan2021
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