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COURSE IDENTIFICATION NUMBER SYSTEM






DESCRIPTOR: ITIS 151
	Discipline:  Information Technology/ Information Systems
	Proposed Sub-discipline (if applicable):

	General Course Title: 

Routing and Switching Essentials
	Min. Units   3

	General Course Description:  


This course describes the architecture, components, and operations of routers and switches in a small network. Students learn how to configure a router and a switch for basic functionality. By the end of this course students will be able to configure and troubleshoot routers and switches and resolve common issues with RIPv1, RIPv2, single-area and multi-area OSPF, virtual LANs, and inter-VLAN routing in both IPv4 and IPv6 networks. 



	Proposed Number: ITIS 151
	Proposed Suffix:  

	

	Required Prerequisites
: ITIS 150 - Computer Network Fundamentals

	Advisories/Recommended Preparation
: 

This course, along with ITIS 150 - Computer Network Fundamentals, should prepare students for the current version of the Cisco Certified Entry-level Network Technician (CCENT) certification exam.



	Course Content:  

1. Introduction to Switched Networks

a. LAN Design

b. The Switched Environment

2. Basic Switching Concepts and Configuration

a. Basic Switch configuration

b. Switch Security Management and Implementation

c. Lab - Configuring Basic Switch Settings

d. Lab - Configuring Switch Security Features

3. VLANs

a. VLAN Segmentation

b. VLAN Implementation

c. VLAN Security and Design

d. Lab - Configuring VLANs and Trunking

e. Lab - Troubleshooting VLAN Configurations

f. Lab - Implementing VLAN Security

4. Routing Concepts

a. Initial configuration of a Router

b. Routing Decisions

c. Router Operation

d. Lab - Mapping the Internet

e. Lab - Configuring Basic Router Settings with IOS CLI

f. Lab - Configuring Basic Router Settings with CCP

5. Inter-VLAN Routing

a. Inter-VLAN Routing

b. Troubleshoot Inter-VLAN Routing

c. Layer 3 Switching

d. Lab - Configuring Per-Interface Inter-VLAN Routing

e. Lab - Configuring 802.1Q Trunk-Based Inter-VLAN Routing

f. Lab - Troubleshooting Inter-VLAN Routing

6. Static Routing

a. Static Routing Implementation

b. Configure Static Routing and Default Routes

c. Review CIDR and VLSM

d. Configure Summary and Floating Static Routes

e. Troubleshoot Static and Default Route Issues

f. Lab - Configuring IPv4 Static and Default Routes

g. Lab - Configuring IPv6 Static and Default Routes

h. Lab - Designing and Implementing IPv4 Addressing with VLSM

i. Lab - Calculating Summary Routes with IPv4 and IPv6

j. Lab - Troubleshooting IPv4 and IPv6 Static Routes

7. Routing Dynamically

a. Dynamic Routing Protocols

b. Distance Vector Dynamic Routing

c. RIP and RIPng Routing

d. Link-State Dynamic Routing

e. The Routing Table

f. Lab - Configuring Basic RIPv2 and RIPng

8. Single-Area OSPF

a. Characteristics of OSPF

b. Configuring Single-Area OSPFv2

c. Configure Single-Area OSPFv3

d. Lab - Configuring Basic Single-Area OSPFv2

e. Lab - Configuring Basic Single-Area OSPFv3

9. Access Control Lists

a. IP ACL Operations

b. Standard IPv4 ACLS

c. Extended IPv4 ACLs

d. Troubleshoot ACLs

e. IPv6 ACLs

f. Lab - Configuring and Verifying Standard ACLs

g. Lab - Configuring and Verifying VTY Restrictions

h. Lab - Configuring and Verifying Extended ACLs

i. Lab - Troubleshooting ACL Configuration and Placement

j. Lab - Configuring and Verifying IPv6 ACLs

10. DHCP

a. Dynamic Host Configuration Protocol v4

b. Dynamic Host Configuration Protocol v6

c. Lab - Configuring Basic DHCPv4 on a Router

d. Lab - Configuring Basic DHCPv4 on a Switch

e. Lab - Troubleshooting DHCPv4

f. Lab - Configuring Stateless and Stateful DHCPv6

g. Lab - Troubleshooting DHCPv6

11. Network Address Translation for IPv4

a. NAT Operation

b. Configuring NAT

c. Troubleshooting NAT

d. Lab - Configuring Dynamic and Static NAT

e. Lab - Configuring NAT Pool Overload and PAT

f. Lab - Troubleshooting NAT Configurations

	Course Objectives:  At the conclusion of this course, the student should be able to:

1. Describe basic switching concepts, how VLANs create logically separate networks and how routing occurs between them, and enhanced switching technologies such as VLANs, VLAN Trunking Protocol (VTP), Rapid Spanning Tree Protocol (RSTP), Per VLAN Spanning Tree Protocol (PVSTP), and 802.1q.

2. Configure and troubleshoot basic operations of a small switched network, VLANs, and inter-VLAN routing.

3. Understand and describe the purpose, nature, and operations of a router, routing tables, and the route lookup process, dynamic routing protocols, distance vector routing protocols, and link-state routing protocols, the purpose and types of access control lists (ACLs), and and the operations and benefits of Dynamic Host Configuration Protocol (DHCP), Domain Name System (DNS) for IPv4 and IPv6, and Network Address Translation (NAT).

4. Configure and verify static routing and default routing; configure and troubleshoot basic operations of routers in a small routed network including Routing Information Protocol (RIPv1 and RIPv2) and Open Shortest Path First (OSPF) protocol (single-area OSPF); Configure, monitor, and troubleshoot ACLs for IPv4 and IPv6; and configure and troubleshoot NAT operations.



	Methods of Evaluation:

Evaluation will include hands-on projects and a combination of examinations, presentations, discussions, or problem-solving assignments.



	Sample Textbooks, Manuals, or Other Support Materials (do not include editions or publication dates):

· Cisco Academy Program – Routing and Switching Essentials CCNA Academy Companion Guide

· CCENT Study Guide: Exam 100-101 (ICND1), Todd Lammle, Sybex
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� Prerequisite or co-requisite course need to be validated at the CCC level in accordance with Title 5 regulations; co-requisites for CCCs are the linked courses that must be taken at the same time as the primary or target course.


� Advisories or recommended preparation will not require validation but are recommendations to be considered by the student prior to enrolling.  
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