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COURSE IDENTIFICATION NUMBER SYSTEM






DESCRIPTOR: ITIS 164
	Discipline:  Information Technology/ Information Systems
	Proposed Sub-discipline (if applicable):

	General Course Title: 

Introduction to Cybersecurity: Ethical Hacking
	Min. Units   3

	General Course Description:  


This course introduces the network security specialist to the various methodologies for attacking a network. Students will be introduced to the concepts, principles, and techniques, supplemented by hands-on exercises, for attacking and disabling a network within the context of properly securing a network. The course will emphasize network attack methodologies with the emphasis on student use of network attack techniques and tools and appropriate defenses and countermeasures. Students will receive course content information through a variety of methods: lecture and demonstration of hacking tools will be used in addition to a virtual environment. Students will experience a hands-on practical approach to penetration testing measures and ethical hacking.


	Proposed Number: ITIS 164
	Proposed Suffix (if applicable):  

	Required Prerequisite
:  None.

	Advisories/Recommended Preparation
:  

Advisories: ITIS 150 - Computer Network Fundamentals 


AND ITIS 160 - Introduction to Information Systems Security


	Course Content:  

1. Ethical Hacking Overview
2. TCP/IP Concepts Review
3. Network and Computer Attacks
4. Footprinting and Social Engineering
5. Port Scanning
6. Enumeration
7. Programming for Security Professionals
8. Embedded Operating Systems
9. Linux Operating System Vulnerabilities
10. Hacking Web Servers
11. Hacking Wireless Networks
12. Cryptography
13. Protecting Networks with Security Devices


	Course Objectives:  At the conclusion of this course, the student should be able to:
1. Describe the tools and methods a "hacker" uses to break into a computer or network. 

2. Defend a computer and a LAN against a variety of different types of security attacks using a number of hands-on techniques. 

3. Practice and use safe techniques on the World Wide Web.


	Methods of Evaluation:  

Evaluation will include hands-on projects and a combination of examinations, presentations, discussions, or problem-solving assignments.



	Sample Textbooks, Manuals, or Other Support Materials (do not include editions or publication dates):
· Simpson, M. T., Backman, K. & Corley, J. - Hands-On Ethical Hacking and Network Defense
· Harper, A., Harris, S., Ness, J., Eagle, C., Lenkey, G. & Williams, T. - Gray Hat Hacking: The Ethical Hackers Handbook
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� Prerequisite or co-requisite course need to be validated at the CCC level in accordance with Title 5 regulations; co-requisites for CCCs are the linked courses that must be taken at the same time as the primary or target course.


� Advisories or recommended preparation will not require validation but are recommendations to be considered by the student prior to enrolling.  
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