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COURSE IDENTIFICATION NUMBER SYSTEM






DESCRIPTOR: ITIS 155

	Discipline: Information Technology and Information Systems
	Proposed Sub-discipline:

	General Course Title:
Systems and Network Administration
	Min. Units 3

	General Course Description:


This course will provide a student with the knowledge and skills required to build, maintain, troubleshoot and support server hardware and software technologies. The student will be able to identify environmental issues; understand and comply with disaster recovery and physical / software security procedures; become familiar with industry terminology and concepts; understand server roles / specializations and interaction within the overall computing environment.


	Proposed Number: ITIS 155
	Proposed Suffix:  

	Required Prerequisites: None

	Required Co-Requisites
:  None.

	Advisories
:  Business Information Systems/Computer Information Systems (ITIS 120  or  BUS 140)
This course should prepare students for the current version of CompTIA's Server+ certification exam.


	Course Content:

1. Introduction to servers

a. Examine the network architecture 

b. Identify common server types and functions 

2. Exploring the server hardware

a. Identify server system board components 

b. Explore system processing core 

c. Explore server memory 

d. Examine server cooling and power systems 

3. Introduction to server software

a. Describe server software 

b. Network operating system (NOS) management features 

c. Network operating system (NOS) security features 

d. Network essentials for servers 

4. Exploring the server storage system

a. Examine storage devices used for servers 

b. Exploring disk interfaces, such as Integrated Drive Electronics (IDE) and Small Computer System Interface (SCSI)
c. Describe Random Arrays of Independent Disks (RAID) 

d. Explore Network-Attached Storage (NAS) implementations 

e. Explore Storage Area Network (SAN) implementations 

5. Installing the server hardware 

a. Identify the best practices in server hardware installation 

b. Install hardware components on a server 

c. Verify server installation 

d. Install a server in a network environment 

6. Configuring servers

a. Network operating system (NOS) installation and verification 

b. Install system monitoring agents and service tools 

c. Server configuration documentation 

7. Examining the issues in upgrading server components 

a. Examine an upgrade checklist 

b. Examine the issues in upgrading server hardware 

c. Examine the issues in upgrading server software 

8. Examining servers in an it environment

a. Industry best practices for server installation and maintenance 

b. Server security and access methods 

9. Troubleshooting servers

a. Examine the troubleshooting theory and methodologies 

b. Troubleshoot server hardware problems 

c. Troubleshoot server software problems 

d. Troubleshoot server network problems 

e. Troubleshoot server storage device problems 

10. Exploring disaster recovery concepts and methodologies

a. Examine disaster recovery plans 

b. Implement disaster recovery methodologies 

c. Implement replication methods


	Course Objectives:  At the conclusion of this course, the student should be able to:
1. examine server fundamentals.
2. identify the hardware components of a server. 
3. describe the features of server software. 
4. examine the various types of storage systems used in servers. 
5. install hardware components on a server. 
6. configure servers. 
7. examine the issues in upgrading server components. 
8. identify some of the industry's best practices for deploying a server and the various strategies of securing, accessing, and remotely managing the server hardware. 
9. troubleshoot servers. 
10. describe disaster recovery concepts and techniques.



	Methods of Evaluation:

Evaluation will include hands-on projects and a combination of examinations, presentations, discussions, or problem-solving assignments.


	Sample Textbooks, Manuals, or Other Support Materials (do not include editions or publication dates):
· CompTIA Server+ Certification (ILT), CompTIA

· Microsoft Corporation - Exam 70-411 Administering Windows Server 2012 (Microsoft Official Academic Course Series)
· Eckert, J. & Schitka, M. J. - Linux+ Guide to Linux Certification, including the Lab Manual by Sawicki, E.
· Limoncelli, T., Hogan C. & Chalup, S. - The Practice of System and Network Administration
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� Prerequisite or co-requisite course need to be validated at the CCC level in accordance with Title 5 regulations; co-requisites for CCCs are the linked courses that must be taken at the same time as the primary or target course.


� Advisories or recommended preparation will not require validation but are recommendations to be considered by the student prior to enrolling.  
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