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DESCRIPTOR: ITIS 150
	Discipline:  Information Technology and Information Systems
	Proposed Sub-discipline (if applicable):

	General Course Title: 
Computer Network Fundamentals
	Min. Units   3

	General Course Description:  


This course introduces the architecture, structure, functions, components, and models of the Internet and other computer networks. The principles and structure of IP (Internet Protocol) addressing and the fundamentals of Ethernet concepts, media, and operations are introduced to provide a foundation for further study of computer networks. It uses the OSI (Open Systems Interconnection) and TCP (Transmission Control Protocol) layered models to examine the nature and roles of protocols and services at the application, network, data link, and physical layers. Preparation for the CompTIA Network+ certification exam.


	Proposed Number: ITIS 150
	Proposed Suffix:  

	Required Prerequisites: None

	Required Co-Requisites
: None.

	Advisories/Recommended Preparation
: 


	Course Content:  

1. OSI (Open Systems Interconnection) and TCP/IP (Transmission Control Protocol/Internet Protocol) layered models
2. IP addressing (IPv4 and IPv6)
3. Routing and switching
4. Functions of common networking protocols
5. DNS (Domain Name System)
6. Network troubleshooting methodology 

7. Installation and configuration of routers and switches for a given scenario

8. Installation and configuration of a wireless network for a given scenario

9. DHCP (Dynamic Host Configuration Protocol)

10. Planning and implementation of a basic SOHO (Small Office/Home Office) network for a given set of requirements.

11. Standard media types (for example: Fiber, Copper), associated properties, standard connector types 

12. Wireless standards

13. WAN (Wide Area Networks) technology types and properties

14. Network topologies (for example: Ring, Star, Client-server)

15. LAN (Local Area Networks) technology types and properties

16. Hardware and software tools to troubleshoot connectivity issues

17. Network monitoring resources to analyze traffic

18. Network performance optimization

19. Wireless Security Measures

20. Network Access Security Methods

21. User authentication Methods

22. Common threats, vulnerabilities, and mitigation techniques

23. Installation and configuration of a basic firewall

24. Network Security appliances and methods



	Course Objectives:  At the conclusion of this course, the student should be able to:

1. describe and differentiate the devices and services used to support communications in data networks and the Internet.

2. describe the role of protocol layers in data networks.
3. evaluate the importance of addressing and naming schemes at various layers of data networks in IPv4 and IPv6 environments.

4. design, calculate, and apply subnet masks and addresses to fulfill given requirements in IPv4 and IPv6 networks.

5. explain fundamental Ethernet concepts such as media, services, and operations.

6. build a simple Ethernet network using routers and switches.
7. compose Cisco command-line interface (CLI) commands to perform basic router and switch configurations.

8. experiment with common network utilities to verify small network operations and analyze data traffic.



	Methods of Evaluation:

Evaluation will include hands-on projects and a combination of examinations, presentations, discussions, or problem-solving assignments.



	Sample Textbooks, Manuals, or Other Support Materials (do not include editions or publication dates):

· Dean, T. - Network+ Guide to Networks
· Tomsho, G. - Guide to Networking Essentials 
· Cisco Academy Program - Network Fundamentals CCNA Academy Companion Guide
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� Prerequisite or co-requisite course need to be validated at the CCC level in accordance with Title 5 regulations; co-requisites for CCCs are the linked courses that must be taken at the same time as the primary or target course.


� Advisories or recommended preparation will not require validation but are recommendations to be considered by the student prior to enrolling.  
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